IIpaBuia no odecnevyeHn0 MHPOPMAUMOHHOI 0€30MIACHOCTH
Ha pa0ouyeM MecTe

1. BBenenune

Hacrosimue mpaBuna mnpeaHa3sHA4YeHbl Uil 00s3aTENbHOTO O3HAKOMIICHHS BBIJICIIEHHOMY B
OpraHM3aLH COTPYIHHUKY, OTBEYAIOLIEMY 32 HHPOPMAIIMOHHYIO 0€30I1aCHOCTh PH UCIIOIB30BAaHUH CPE/ICTB
KpUNTOTpaprueCcKon 3aUThl HHPOpMALUU U padoTe B 3aIIUIIICHHON TEIEKOMMYHUKAITMOHHON CHCTEME.

2. OCHOBHbBIC MTOHATHUSA

Cucmema — ABTOMATHU3HUPOBAHHAA I/IH(l)OpMaLII/IOHHaSI CUCTCMa IICpclauu U IMpucma I/IH(I)OpMaI_II/II/I B
QJICKTPOHHOM BHJC II0 TCICKOMMYHUKAIWMOHHBIM KaHAJIaM CBA3W B BHUAC HPUAUYCCKHA 3HAYHUMBIX
QJICKTPOHHBIX JOKYMCHTOB C UCIIOJIb30BAHUCM CPCACTB 3JICKTpOHHOI71 IIOATIUCH.

ABTOoMarm3upoBaHHoe pabouyee Mectro (APM) — II9BM, c mnomompio KOTOpPOHM IOIh30BaTEIh
OCYHIECTBJISICT MOAKIIOYEHHUE 1 paboThl B CucTeMe.

Cpeocmeo kpunmoepaguuecxoti 3auwumol ungopmayuu (CK3H) — cpeacTBO BBIYUCIUTEIBHON
TEXHUKH, OCYIIECTBIISIIOIIEEe Kpurrorpadgudeckoe mpeoOpa3oBaHue HHPOpMAIUK sl OOecCIeYeHus ee
0€301MacHOCTH.

Onexmponnas noonucey (OI1) — uHGOpMaNKs B AIEKTPOHHOU (opme, KOTopas MpUCOEAMHEHA K
Apyroi nH(GOpPMAIMHK B 3JIEKTPOHHOM (Popme (ToAmuchBaeMoi HH(OPMAIMH) WM HHBIM 00pa30M CBsi3aHa C
Takol MH(pOPMAIMEH U KOTopasi HCIIOIb3YeTCs Ul ONpeeNICHHs JIMIA, TTOAMMCHIBaroIero nupopmarmo. B
Cucreme Ui TIOATMCAHUS DJIEKTPOHHBIX JTOKYMEHTOB 3JIEKTPOHHOM TOAINMCHIO UCTIOIB3YETCs TEXHOJIOTHUS
aseKTpoHHO-1I(ppoBoit noanucu (DLII) B nHppacTpyKType OTKPBITHIX KIHOUEH.

Knwou DIl - yHUKanmbHas TOCIEIOBATEIHLHOCTh CHMBOJIOB, TIpeAHA3HAYEHHAs Ui CO3JaHUs
anekTpoHHoW moamucu. Kmrou DII xpaHuTcs monbp3oBaTeleM cUCTeMbl B TawHe. B uHpacTpykType
OTKPBITHIX KJTFOYEH COOTBETCTBYET 3aKkpbiToMy Kirtouy DLIIT.

Knrwou nposepxu DIl - yHUKanbHas IOCIENOBAaTEIBHOCTh CHUMBOJIOB, OJHO3HAYHO CBSA3aHHAs C
KJIFOYOM D3JIEKTPOHHOM IMOANMCH U NPEIHAa3HA4YCHHAs JUIsl IPOBEPKU MOJJIMHHOCTH JIEKTPOHHOM IOIIHUCH.
Kirou nposepku D11 u3BeCcTeH BCeM IMOJIB30BATENSAM CUCTEMBI U MTO3BOJIAET ONPEAEIUTh aBTOPA MOANNUCH U
JIOCTOBEPHOCTH MIEKTPOHHOI'O JTOKYMEHTA, HO HE MO3BOJIAET BBIYUCIINTD KJIH0Y JIEKTPOHHOM noanucu. Kirou
npoBepkr OIl cuuTaercs NpHHAUICKALIMM I10JIb30BATENI0, €CJIM OH ObUT €My BbIJaH YCTaHOBJIEHHBIM
nopsAIKOM. B HHppacTpyKType OTKPBITHIX KIHOUYEH COOTBETCTBYET OTKpbITOMY Kitouy DI

Cepmugpuxam xnroua nposepku Il - SNEKTPOHHBIA JMTOKYMEHT WM JIOKYMEHT Ha OyMa)KHOM
HOCHTETIE, BBIIAHHBIC YOCTOBEPSIOIIUM IIEHTPOM JINOO JOBEPEHHBIM JIMIIOM YAOCTOBEPSIOINIErO IEHTpa U
MTOATBEPKIAIOIINE TPUHAIICKHOCTh KIIFOYa MPOBEPKH DJIECKTPOHHOW TOJIMUCH BJIAACNbIy cepThudHKaTa
KJII04a MPOBEPKHU IEKTPOHHOU MOAMHUCH.

Yoocmoeepsiowuii yenwmp - OpUANYECKOE JMLIO WIM WHAUBHUIYaJIbHBI IpeANPUHUMATED,
OCYILIECTBISIONIME (YHKIMU IO CO3/IaHUI0 M BbIJaue CepTU(UKATOB KIOUEH NPOBEPKU 3JIEKTPOHHBIX
MOJMNKUCEH, a Tak)Ke MHbIe (YHKIUH, IPEAYCMOTPEHHbIE 3aKOHOAATETECTBOM.

Bnaoeney cepmugpuxama xaroua nposepxku I - 11110, KOTOPOMY B YCTaHOBIJIEHHOM IOPSJIKE BBIIAH
cepTH(HKAT KIH0Ya MPOBEPKH AIEKTPOHHON MOIMHUCH.



Cpeocmea OI1 — mmdpoBanbHble (KpUNTOrpapUUecKre) CpeacTBa, UCTIOIb3yeMble IS pealn3aluu
XOTsI OBl OFHOW W3 Clenylommx (QYHKIMH - CO3JaHHME SJIEKTPOHHOH IMOIIHCH, MPOBEpKa 3JIEKTPOHHOM
MOJIHMCH, CO3JJaHHE KITF0Ya SJICKTPOHHOH MOANMCH U KITF0Ya POBEPKHU AJIEKTPOHHOH MOAIUCH.

Cepmucghuxam coomeemcmeus — NOKYMEHT, BBIIAHHBIM 110 IPAaBUJIAM CUCTEMbI CEpTHU(QUKALMU Ui
MOJITBEPKICHUS COOTBETCTBHS CEPTUDUIIMPOBAHHON TPOAYKIIUH YCTaHOBICHHBIM TPEOOBAHUSM.

Tloomeeporcoenue NOOIUHHOCMU — IEKMPOHHOU  NOONUCU 8  DJIeKMPOHHOM — OOKYMeHme  —
MOJIOKUTEIIBHBIA PE3yIbTaT MPOBEPKU COOTBETCTBYIOMUM cpeAcTBoM DIl mpHHAIICKHOCTH SIEKTPOHHON
MOJINKCU B DJIEKTPOHHOM JOKYMEHTE BiaJeiblly cepTHU(UKaTa KIoua MPOBEPKH MOJMUCU U OTCYTCTBHS
HCKaXECHHI B MOANMCAHHOM JAaHHOM AJEKTPOHHOM MOAIMCHIO 3JIEKTPOHHOM JIOKYMEHTE.

Komnpomemayus kiroua — yTtpata JOBEpHs K TOMY, YTO HCIOJb3yeMbIe KIIOUYM O0ECIEeYHBAIOT
6e3onacHocth uHGopManuu. K coObITHAM, CBSI3aHHBIM C KOMIIPOMETAIMel KIIo4eil, OTHOCATCS, BKIIIOYas,
HO HE OrPaHUYMBASICh, CIIEIYIOLIHUE:

e Jloreps KIIFOYEBBIX HOCUTEIICH.
e [loreps KIIOYEBBIX HOCUTENEH ¢ UX MOCIETYIONIM OOHAPY)KEHUEM.
e VYBOJIbHEHHE COTPYIHUKOB, UMEBIIUX JOCTYII K KJIIOUEBON MHPOPMAIIIH.

L4 HapymeHHe MpaBUJI XpaHCHUA U YHUYUTOKCHUA (HOCJ'IC OKOHYaHH:A CpOKa ﬂeﬁCTBHﬂ) 3aKpPBITOI'O
KJIro4a.

e Bo3HUKHOBEHHE NOJO3pEHM Ha yTeuky HMHPOpPMALMUM WIM €€ HUCKaKEHHEe B CUCTEME
KOH(UIEHIAIbHOM CBSI3U.

L4 HapymeHHe I1€4aTHu Ha ceﬁ(be C KIIFOYCBBIMH HOCUTCIISIMU.

e (iydau, Korja Henb3s JJOCTOBEPHO YCTAHOBUTH, YTO MPOU3O0ILIO C KIFOUEBBIMU HOCUTEISIMU (B TOM
qyciae ClIy4ad, KOIAa KIKYEeBOH HOCHUTENb BBIIIEN W3 CTPOs U JOKA3aTeJbHO HE ONpPOBEPrHyTa
BO3MOKHOCTb TOT'0, YTO, AaHHBIA (haKT MPOU30IIET B PE3yJIbTaTe HECAaHKIIMOHUPOBAHHBIX JIeHCTBUI
3JI0YMBIIIJIEHHHUKA).

3. PUCKM HCII0JIb30BAHNS 3JIEKTPOHHOM MOAMUCH

HpI/I HCIIOJb30BaHHNHA 3J'IeKTp0HH0171 moAINUCHU CYIICCTBYIOT OIPCACICHHBIC PUCKH, OCHOBHBIMU U3
KOTOPBIX ABJIAIOTCA CIICAYIOIIHC:

1. Puckwu, cBsizaHHbIe ¢ ayTeHTU(UKAIUEH (MOATBEPkKACHUEM MOIIMHHOCTH) Moyb3oBarens. Jluro,
Ha KOTOPOI'O YyKa3bIBaeT MOANKCH IMOJ JOKYMEHTOM, MOXET 3asiBUTh O TOM, YTO MOJNHUCH
chanpcuuIpoBaHa U HE TPUHAICKUT JaHHOMY JIUILY.

2. Pucku, cBsI3aHHBIE C OTPEKAEMOCTHIO (OTKa30M OT COJAEP’KUMOro JOKyMeHTa). JIuio, Ha KoTopoe
yKa3bIBaeT MOAMUCH MO JOKYMEHTOM, MOXKET 3asiBUTh O TOM, YTO JOKYMEHT ObUT U3MEHEH U He
COOTBETCTBYET JOKYMEHTY, OJMUCAHHOMY JaHHBIM JIUIIOM.

3. Pucku, cBsi3aHHBIE C IOPUIMYECKONW 3HAYMMOCTBIO JIEKTPOHHOM moanucu. B cnyyae cynebHOoro
pa3zbuparenbcTBa OJHA U3 CTOPOH MOXET 3asBUTh O TOM, 4YTO JOKYMEHT C JJIEKTPOHHOU
MOAMKUCHI0O HE MOXET MOPOXKIAaTh IOPUAUYECKH 3HAUYMMBIX MOCJIEJICTBUM WM CUUTATHCA
JIOCTaTOYHBIM JJOKa3aTEIbCTBOM B CY/IE.

4. Pucku, CBsI3aHHBIE C HECOOTBETCTBHEM YCJIOBHI HCIONB30BAHUS HIIEKTPOHHOM MOJANUCH
YCTaHOBJICHHOMY TMOpsAKy. B ciayuyae ucmonb3oBaHUs 3JIEKTPOHHON MOAMHUCH B TOPSIKE, HE
COOTBETCTBYIOIIEM TPeOOBAaHUSM 3aKOHOAATENHCTBA WJIM COTJIANICHUNA MEXKAY YYaCTHUKAMH
AJIEKTPOHHOTO B3aUMOJCHCTBHS, MOpUAMYECKas CHUJla TOANUCAHHBIX B JIaHHOM cCllydae
JOKYMEHTOB MOKET OBITh OCTaBJIEHA 1101 COMHEHHE.



5. Pucku, cBs3aHHBIE C HECAHKIMOHUPOBAHHBIM JIOCTYIOM (MCIOJb30BaHUEM 3JIEKTPOHHOM
noxnucu  0e3  Beaoma  Biagensua). B cioydae  kommpomeranuu - kmoua Ol wm
HECAaHKIIMOHMPOBAHHOTO JocTyna K cpenctBam OIl  Moxer ObITh TONY4YeH JOKYMEHT,
MOPOKIAIOIUN IOPUIANYECKH 3HAYMMBbIE ITOCIEICTBUS U UCXOISIUMANA OT MMEHH I0JIb30BaTEls,
KJIFOY KOTOPOTO OB CKOMIIPOMETHPOBAH.

I[J'IH CHMIKCHUA NAHHBIX PHUCKOB HJIM UX n30eKaHusg ITOMHMO OIIPECACIICHUSA IOPAaKa UCIIOJIb30BaHUA
BHGKTpOHHOﬁ noArnucu mpu SJICKTPOHHOM B3aUMOJCHCTBUH OpeaAyCMOTPCH KOMIIJICKC IIPABOBBIX H
OpraHnu3allMOHHO-TEXHUYCCKUX MCP obOecrieyeHus I/IH(l)OpMaL[PIOHHOI;'I 0€e30IacHOCTH.

4. O01mMe NPUHIUNBI OPraHu3aluy HHPoOpMannoHHOI 0e3onacHocTu B Cucreme

Kpunrorpaduueckass moxcucrema CHCTEMBI ONMHMpaeTcs Ha OTEYECTBEHHOE 3aKOHOJATEIbCTBO B
00J1IaCTH 3JEKTPOHHOM NOANMCH, MH(PACTPYKTYphl OTKPBITHIX KIHOYEH M 3aluThl MH()OpPMaLUH, B TOM
yucie, Ha aeiicrByromue 'OCT u pykoBoasimue 1okymeHTsl @Chb u @CTIK, a Taxxke Ha MEXTyHApOIHbII
cranfapt X.509, omnpenensonii NpUHIUIBI U IPOTOKOJbI, UCIOJIb3yeMble MPU MOCTPOCHUH CUCTEM C
OTKPBITBIMU KIIFOYaMH.

HudpactpykTypa OTKPBITHIX KIIOYEH — 3TO CUCTEMa, B KOTOPOM KaXKAbIH MOJIb30BaTENlb UMEET Mapy
KJIFOUEl — 3aKpbIThId (CEKpETHbIN) M OTKPBITHIM. [Ipm 3TOM 1O 3aKpeITOMY KIIIOUY MOYKHO IOCTPOUTH
COOTBETCTBYIOIIMH €My OTKpBITBIA K04, a OOpaTHOE MpeoOpa3oBaHHWE HEOCYIIECTBUMO WM TpedyeT
OTPOMHBIX BpPEMEHHBIX 3arpar. Kaxapiii monb3oBarens CHUCTEMBI T€HEpPHUpPYeT cebe KIIoUYeBYIO mapy, H,
COXpaHsisi CBOM 3aKpBITHIA KJIIOY B CTPOTOM TaiiHe, JelaeT OTKPBITBIN K04 00menoctynHbiM. C TOYKH
3peHusi HMHQPPACTPYKTYpbl OTKPBITHIX Kitoued, mudpoBaHUe TMPEACTaBlIseT coOol mpeodpazoBaHue
COOOIICHHUS, OCYIIECTBIIIEMOE C IIOMOIIBIO OTKPBITOTO Kiroya moiydarens wuHpopmamuu. Tombko
MOJIy4aTeNb, 3Hasi CBOM COOCTBEHHBIM 3aKpBITHIA KIIIOY, CMOXKET MPOBECTU OOpaTHOE mpeoOpa3zoBaHUE U
MPOYUTATh COOOIICHHS, a OOJIbIIE HUKTO C/EIATh 3TOTO HE CMOXET, B TOM YHCJIE — W CaM OTIPaBUTEIb
mudporpaMmMel.  DIIEKTPOHHAS MOAMNKUCH B MHGPACTPYKTYpPE OTKPBHITHIX KIHOYEH — 3TO MpeoOpa3oBaHue
COOOIIIEHUsI C TOMOUIBIO 3aKPHITOro Kiroda oTmnpaButens. JIo0oi >kenaromuid MOXKET Uil HPOBEPKHU
MOJMCH TPOBECTH o0OpaTHOE NpeoOpa3oBaHUE, MPUMEHHMB OOIIECAOCTYHHBIH OTKPBITHIA KU (KITHOY
nposepku JII) aBTopa 10KyMEHTa, HO HUKTO HE CMOKET UMUTUPOBATh TAaKOM JOKYMEHT, HE 3Hasl 3aKPbITOTO
kitoua (xiroua D) aBTopa.

OO0s3aTeNnbHBIM ~ YYaCTHUKOM  JII00OM  HMH(QPAcCTpyKTyphl ~ OTKPBITBIX  KJIIOYEH  sIBJISETCS
VY 1ocToBepAONNI LEHTP, BBHIMOMHAIOMNNA (QYHKIMM LEHTpa JOBEpUs BCEH CHUCTEMbI TOKYMEHTOOOOpOTa.
IIpu aToM Y 10CTOBEPSIIOIIMK LIEHTP 00ECIIEUMBAET BBIIIOJIHEHUE CIIEAYIOIUX OCHOBHBIX (PYHKIIMH:

® BBINyCKaeT CepTUPUKATHI KITIOUEH MPOBEPKHU IEKTPOHHBIX MOAMKUCEH U BBIJIACT UX MOJIb30BATENSM;

®  BBIJIACT MOJIB30BATEIISIM CPEJICTBA FIEKTPOHHOM MOJITUCH;

e co3maer Mo oOpalleHMAM 3asBUTENEH KIIOYM HJIEKTPOHHBIX MOJNHCEH M KIOYM MPOBEPKU
JIEKTPOHHBIX MOJITUCEH;

e roiy4aeT U oOpabaThIBaeT COOOIIEHUS O KOMIPOMETALMU KIIIOUEH; aHHYJIUPYET BBbIIAHHBIE 3TUM
YAOCTOBEPSIONINM IIEHTPOM CEpTU(PUKATH KIIOUEH MPOBEPKHU JJICKTPOHHBIX IMOJIUCEH, JTOBEpUE K
KOTOPBIM YTpau€Ho;

® BCACT pPECCTP BBIAAHHBIX W AHHYJIHWPOBAHHBIX 3THUM YAOCTOBCPAIOIIHWM LECHTPOM CepTI/I(bI/IKaTOB
KIIIOYe MpOBEPKH DJEKTPOHHBIX MOJMHCEeN (Jajee - peecTp CEpTHQPHUKATOB), B TOM YHUCIE
BKJTIOYAIOIIUH B cebs MH(pOpMaIuio, COAep KaIIyIoCs B BBIIAHHBIX 3THM yIOCTOBEPSIOIIUM LIEHTPOM
cepTuduKaTax Kitoued MpOBEpPKU 3JIEKTPOHHBIX MOJANUCEH, U MH(GOPMALIMIO O JaTaxX MpeKpalleHus
JeWCTBUSL WIM aHHYJIUPOBAHMS CepTU(UKATOB KIIOYEH MPOBEPKH 3JEKTPOHHBIX MOAMHUCEH U 00
OCHOBAHUAX TAKHX IMPCKPAIICHUA WJIW aHHYJIWUPOBAHUA U oOecrieunBaeT AOCTYII JIMII K I/IH(bOpMaI_[I/II/I,
cojiepkalieiics B peecTpe cepTu(UKaToB;



® MPOBEPsIET YHUKAIBLHOCTD KIIFOUEH MPOBEPKH IEKTPOHHBIX TOIMUCEH B peecTpe cepTU(UKATOB;

® OCYIICCTBIISIET MO OOPAIICHUSIM YYACTHUKOB JIEKTPOHHOTO B3aMMOJICHCTBHS MIPOBEPKY AIEKTPOHHBIX
MMOAITHACEH;

e omnpenensieT MopsAaoK pa3dopa KOHMIMKTHBIX CUTYAIHid U JOKA3aTelbCTBA aBTOPCTBA JICKTPOHHOTO
JIOKYMEHTA.

CBOIO  JIEATENBHOCTh Y JOCTOBEPSIOIMIMA IIEHTP OCYIIECTBISIET B CTPOTOM COOTBETCTBHUH C
3aKOHOJATEIBLCTBOM, COOCTBEHHBIM PETJIAMEHTOM U COTJIANICHHUSIMH MEXIY yYaCTHHUKAaMHU JJIEKTPOHHOTO
B3auMoiecTBuUA. biaromaps coOmroaeHnI0 HEOOXOAUMBIX TPEOOBAHUI MCKIIIOUAIOTCS PUCKH, CBSI3aHHBIE C
IOPUJIMYECKON 3HAYMMOCTBIO JIOKYMEHTOB, MOJIMHUCAHHBIX 3JEKTPOHHOW MOJIUCHIO, U CHUIKAIOTCS PUCKU
HECOOTBETCTBHS YCIIOBHI MCIIOJIB30BaHUS JICKTPOHHOM MOIHUCH YCTAHOBJICHHOMY TOPSJIKY.

Ceptudukar kmouya npoBepku DI 3aBepsieTcss 3JMEKTPOHHON TOMIMUCHIO Y JOCTOBEPSIONIETO IIEHTpa U
MOATBEPKIAaeT (PaKT BJIAJICHUS TOTO WJIM WHOTO YYaCTHHKA JOKYMEHTOOOOpOTa TEM WM WHBIM KJIOUYOM
npoBepku DIl u coorBercTByrommM emy kitodom DI, braronaps ceprudukaram, moib3oBarenn CHUCTEMBI
MOTYT OITO3HaBaTh JPYr Jpyra, a, KpoMe TOro, MPOBEPATh MPUHAJIC)KHOCTDb JJICKTPOHHON MOAIHCH
KOHKPETHOMY T0JIb30BaTEII0 M IEJIOCTHOCTh (HEU3MEHHOCTh) COJEpXaHUS TOJMHUCAHHOTO 3JIEKTPOHHOTO
JoKyMeHTa. TakuM o0Opa3oM HCKIIOYAIOTCS PHUCKHU, CBSI3aHHBIE C TMOATBEPKIACHUEM MOMJIUHHOCTU
MOJI30BATENS U OTKA30M OT COJEPKUMOT0 IOKYMEHTA.

IIpeoOpa3oBanusi COOOLIEHUI C HMCIOJB30BAaHUEM KIIOUEHl JOCTATOYHO CIIOKHBI M IPOU3BOIATCS C
IIOMOUIBIO CIIEHUANbHBIX CPEACTB AIEKTpoHHOM noanucu. B Cucreme nns stux ueneit ucnoassyercst CK3U,
uMerolee cepTu(GUKaT COOTBETCTBUSL YCTAaHOBJICHHBIM TPEOOBAHUAM KaK CPEJICTBO JIEKTPOHHOM MOJIHCH.
Hannoe CK3U — 3To nporpammHoe o0ecriedeHrne, KOTOpoe peraeT OCHOBHBIE 33/1a4H 3l Th HH(OpMaIiH,
a UIMEHHO:

e oOeccreycHre KOH(PUACHIUAIBHOCTH  HHpoOpMAlMd —  IUGpoBaHHWE JUIS  3aIIUTBl  OT
HECAaHKIIMOHHUPOBAHHOTO JIOCTYNA BCEX OJJIEKTPOHHBIX JOKYMEHTOB, KOTOpBbIE OOpaliamTcs B
Cucreme;

® TIOATBEPXKICHUE aBTOPCTBA JOKyMEHTa — NpuMeHeHue DI, koTopasi cTaBUTCA Ha BCE BO3HUKAIOIIUE B
Cucreme 5JIEKTpPOHHBIE JOKYMEHTHI; BIIOCIEJICTBUM OHA IO3BOJISIET pelIaTh Ha 3aKOHOIATEIBHO
3aKpEIICHHONW OCHOBE JIIOObIE CIIOPHI B OTHOILIEHUU aBTOPCTBA IOKYMEHTA;

e o0ecrneyeHue HeoTpekaeMocTH — mpuMmeHeHue Ol u o0s3arenbHOE COXpaHEHHE IepelaBacMbIX
JIOKYMEHTOB Ha cepBepe CHCTeMBbI y OTIPAaBUTENS U NOIydaTes; MOANNCAaHHBIN JOKYMEHT o0Jsiaaer
IOPUANYECKON CHUJIOW C MOMEHTa MOJANUCAHUSA: HU €ro COJepKaHue, HU caM (akT CYIIECTBOBAHMUS
JOKYMEHTa HEe MOTYT OBbITh OCIIOPEHBI HUKEM, BKIIIOUasi aBTOpa JOKYMEHTA;

e o0ecrieyeHne EIOCTHOCTH IOKyMeHTa — mpuMeHenue D1, koTopast conepKuT B cebe XdII-3HaueHne
(YCOXKHEHHBIN aHAJIOT KOHTPOJIBHONW CyMMBbI) MOJIUCHIBAEMOTO TOKYMEHTA; IPU MOMNBITKE H3MEHUTH
XO0Ts OBl OMH CUMBOJI B JIOKYMEHTE WJIM B €r0 MOAMUCHU TOCJE TOT0, KaK JOKYMEHT ObLI MOJITUCaH,
Oynet HapymieHa JlI1, yTo Oynet HeMeJIEHHO TUarHOCTUPOBAHO;

e ayTeHTU(UKAIMS YYaCTHUKOB B3auMojencTBus B CuctemMe — KaXIblii pa3 MpH Havaje ceaHca
pabotbl cepBep CUCTEMBI M TOJb30BATENb NMPEABSIBISAIOT APYT IPYTY CBOM CEpTU(HUKATHI U, TAKHUM
o0pa3om, U30eraoT ONacHOCTH BCTYNUTh B MH(OPMAIMOHHBIAH OOMEH C aHOHUMHBIM JIMIIOM HIIU C
JIMIIOM, BBIIAIOLINM ce0s 3a APYyroro.

VYpoBensb 3anmieHHocTH CHCTeMBbI B 1I€JI0M paBHSETCS YPOBHIO 3aLIMIEHHOCTH B €€ CaMOM CllaboM
mecte. [loaTomy, yuuThiBasi TO, YTO cHCTeMa oOOecledYMBaeT BBICOKHII YpOBEeHb HH(POPMAIMOHHON
0€30IaCHOCTH Ha IyTH CJIEIOBaHMS DJIEKTPOHHBIX JOKYMEHTOB MEXIY YYaCTHUKaMHU JOKYMEHTO000pOTa,
JUIS CHYDKEHUS WM M30€XaHUsS PUCKOB HEOOXOIUMMO Tak K€ TIIATEIbHO COONI0/aTh Mepbl 0€30MacHOCTH
HEMOCPEJCTBEHHO Ha pabovnX MecTax MoJIb30BaTeeH.



B cnenyromem pasmene comepkarcss TpeOOBaHUS H  PEKOMEHIAIMM TI0 OCHOBHBIM MepaM
nH(OpMAaLIMOHHON 0€30MMacHOCTH Ha paboueM MECTe MOIb30BaTEes.

5. TpeOGoBaHMs U PeKOMEHIAIUU 10 00ecredyeHu0 MHGPOPMAIMOHHOM
0e30acHOCTH HA padoyeM MecTe MOJIb30BaTeJIsl

Pabouee mecto momp3oBatens Cuctembl ucnonbdyer CK3UW mias obecniedeHHs] IEITOCTHOCTH,
KOH(PHUACHIIMAIBPHOCTA M TOATBEP)KIEHUS aBTOpCTBa HHGOpMAIuu, mepeaaBaeMoil B paMkax CHCTEMBI.
[Topsimox obGecniedueHus WHPOPMALMOHHOW OezomacHocTH 1pu  pabore B Cucreme oOmpenenseTcs
PYKOBOJMTENIEM OpraHu3aiiu, MoAkiaovatomeics kK CuctemMe, Ha OCHOBE pPEKOMEHIAIUKA  TI0
OpraHU3alMOHHO-TEXHUYECKUM MEpaM 3alluThl, W3JI0)KCHHBIM B JAHHOM pasjelsie, 3KCIUTyaTallMOHHON
nokymeHTanuu Ha CK3U, a takxke ACHCTBYIOMIErO POCCHMCKOTO 3aKOHOIATEIBCTBA B OOJACTH 3aIUThHI
uHpopMaLuu.

5.1 [Ilepconan
I[OJ'I)KGH OBITh OIIPCACIICH U YTBCPIKACH CIIMCOK JINL, UMCIOIUX OOCTYII K KJIFOUEBOU I/IH(bOpMaI_II/II/I.

K pa6ote na APM c ycranosnenusiM CK3U gomyckaroTcst TOIBKO onpeaeNeHHbIe I SKCILTyaTaluu
JIU1A, TIPOIIEIINE COOTBETCTBYIOIIYIO TTOJATOTOBKY M 03HAKOMJICHHBIE C MOJIb30BATENBbCKON JTOKYMEHTAIIMEH
na CK3U, a taxxe ApyruMu HOpMaTUBHBIMH JIOKYMEHTAMH 10 UCIIOJIb30BAHUIO JIEKTPOHHON MOIMHUCH.

K ycraHoBKke 0OILIECMCTEMHOIO M CHELMAIBLHOrO IporpammHoro obOecneueHus, a taxke CK3U,
JIONYCKAIOTCA ~ JOBEPEHHbIE JIMLA, [POLICJIINE COOTBETCTBYIOIIYIO IOArOTOBKY W  H3y4YHUBIIHE
nokyMeHTauio Ha coorBercTBytoiiee 110 u na CK3U.

Pexomenayercs HasHaueHue B opranmzanuu, dkcioryarupyromed CK3U, agmunucrparopa
0€30MacHOCTH, Ha KOTOPOTO BO3JaraloTcs 3a7auyd oOpraHuszanud pabotr mno wucnonb3zoBanuio CK3U,
BBIPAOOTKH COOTBETCTBYIOIIMX WHCTPYKIMW JUIS TIOJIb30BaTeNieH, a TaKKe KOHTPOIIO 3a COOJIIOJICHHEM
TpeOOBaHUU O OE30MACHOCTH.

JIoKHOCTHBIE MHCTPYKUIMM monb3oBateneli APM u agmuHucTpaTopa O€30MaCHOCTH  JIOJIKHBI
yUUTHIBaTh TpeOoBaHus HacTosux [IpaBui.

B ciyuae yBonbHEHUS WM NIEPEBOAA B APYroe noapaszeiacHue (Ha Apyryro AOJKHOCTh), U3MEHEHUS
(GYHKIMOHATIBHBIX OO0S3aHHOCTEW COTPYJHHMKA, HMMEBIIEr0 JAOCTYN K KiIoueBbIM HocutemsiM (DI u
U ppoBaHus), 10JHA ObITh IPOBE/IEHA CMEHA KIIIOUEH, K KOTOPBIM OH UMEJ JJOCTYII.

5.2 Pa3memeHnne Texuudeckux cpeacts APM c ycranoBienubim CK3U

JlomkHO OBITh HCKIIIOYEHO OECKOHTPOJIbHOE MPOHHUKHOBEHHE U IpeObIBaHUME B IOMEILEHUSX, B
KOTOPBIX pa3MeIlaroTcs TeXHUuuecknue cpeactsa APM, MOCTOPOHHUX JUL, 110 POAY CBOEU AESATEIBHOCTH HE
SBJIFIOIIMXCS] IEPCOHAJIOM, JIOMYIIEHHBIM K padoTe B YKa3aHHBIX MOMeIIeHUIX. B ciyuae HeoOxoaumocTu
MPUCYTCTBUS TaKUX JIUI] B YKa3aHHBIX MOMELICHUSAX JTOJKEH ObITh 00eCeueH KOHTPOJIb 3a X JIEUCTBUAMHU.

Pexomennyercs ucnons3oBatb APM ¢ CK3U B 0aHOMOJIB30BATEIBCKOM pekUME. B OTAenbHBIX
CITyJasix, Mpyu HEOOXOJUMOCTH MCTOJib30BaHUsI APM HECKOTBKMMH JMIIaMU, ITH JIUIA JOHKHBI 00JagaTh
paBHBIMHU MIPaBaMH JIOCTyIa K UH(OPMAIIUH.

He pomyckaercsi octaBnsath 0e3 KoHTpoiss APM mnpu BKIIOYEHHOM IUTAaHUU U 3arpy>KEHHOM
nporpammHoM obecnieuennn CK3U mocne BBonma ximoueBod uH(opmarmu. IIpu yxone monp3oBarens ¢
pabouero Mecra JOJKHO HUCHOJIb30BATHCS aBTOMATUYECKOE BKIIIOYEHUE SKPAHHOM 3aCTaBKH, 3aIlMIICHHOU
napojieM. B oTAenbHBIX CilydasX NpU HEBO3MOXKHOCTH HMCIIOJIB30BaHUS IAPOJIBHOU 3aIUTHI, JOIYCKACTCs



sarpyska OC 0e3 3ampoca maposis, TpU OTOM JOJDKHBI OBITh PEaTU30BaHBI  JOIMOJHUTEIHHBIC
OpraHU3aIOHHO-PEKUMHBIC MEPbI, UCKITFOYAIONINE HECAHKIIMOHUPOBAHHBIN HOCTYTl K APM.

Pexomenayercs mnpenycMOTpeTb MEphl, MCKIIOYAIONME BO3MOXKHOCTh HECAaHKIIMOHUPOBAHHOTO
W3MEHEeHus ammapatHod dacth APM, Hampumep, omneyaTbiBaHME CHCTEMHOro Omoka APM
agMuUHUCTpaTOopoM. Takke BO3MOXKHO B ITHX LENAX MPUMEHEHHE CIEUUATbHBIX CPEACTB 3alllUThI
nH(OPMALINY - allITapaTHBIX MOAYJIEH JOBEPEHHOM 3arpy3KHu.

Pexomenayercs mpUHATH MEpbl MO HUCKIIOUYEHHIO BXOXKICHHUS JIMI, HE OTBETCTBEHHBIX 3a
agmuHucTpupoBanne APM, B pexxum koHpurypupoanus BIOS (Hanpumep, ¢ UCIIOIB30BaHHEM MTAPOJILHON
3aIlUTHI).

Pexomenayercs omnpenenuts B BIOS  ycTaHOBKH, HCKIIOYAIOUIME BO3MOXKHOCTH 3arpy3ku
ONEPALlMOHHOU CHCTEMBI, OTJIMYHOW OT YCTAHOBJIEHHOM HA >KECTKOM JHUCKE: OTKJIIOYAETCS BO3MOXKHOCTh
3arpy3ku ¢ ruOkoro aucka, npuBoaa CD-ROM, uckimrodarotes npodne HecTaHaapTHEIC BUIbI 3arpy3ku OC,
BKJIFOYAsl CETEBYIO 3arpy3Ky.

CpenctBamu BIOS nomxHa OBITH HCKIIIOYEHA BO3MOXHOCTH paboTel Ha [IDBM, ecnu Bo Bpemsi ero
HayalbHOM 3arpy3KU HE MPOXOAT BCTPOCHHbIE TECTHI.

5.3 ¥YcranoBka nporpaMMHOro odecnedenuss Ha APM

Ha texnuueckux cpencrBax APM c ycranoBineHHsiM CK3M HeoOxonuMo HCIONb30BaTh TOJIBKO
JUIIEH3UOHHOE MporpaMMHOe oOecriedyeHne (UPM-H3TOTOBUTENIECH, TMONYYCHHOE U3  JIOBEPEHHBIX
HCTOYHUKOB.

Ha APM nomkHa OBITH YCTaHOBJIEHA TOJBKO OJHA ONEpalroHHas cuctema. [lpum sTom He
JIOTIYCKAeTCsl KCMOJIb30BaTh HECTaHJApTHbIC, W3MEHEHHbIE WJIM OTIAJ0YHbIE BEPCUU OMEPALMOHHON
CUCTEMBI.

He nmonyckaercst yctanoBka Ha APM cpeacTB pa3pabOTKH M OTIAIKU MPOTPAMMHOIO 00ECIIeYeHUsI.
Ecnu cpenctsa oTiiagku NpUI0OKEHUH HEOOXOAUMBI JUIsl TEXHOJIOTMUYECKUX MOTPEOHOCTEH MOIb30BATENs, TO
UX HCIIOJIb30BAaHHUE JOJDKHO OBbITh CaHKIIMOHUPOBAHO aJMUHHUCTpaTopoM Oe3omacHocTu. B mobOom cioyuae
3alpeIaeTcsl UCIONIb30BaTh ITH CPENCTBA Ul IPOCMOTPA M PENAKTUPOBAHUS KOJA U MaMITH IPUIIOKEHUH,
ucnonp3ytonx CK3U. Heob6xoaumo UCKIOYUTH MOMAJAaHUE B CUCTEMY CpPEICTB, IO3BOJISIOLINX
OCYILECTBIATh HECAHKIIMOHUPOBAHHBIN JOCTYII K CUCTEMHBIM pECypcaMm, a TAKKe POrpamm, IMO3BOJISIOLINX,
noJsib3ysck ommbkamu OC, nonayyaTh NPUBUIIETUN aIMUHUCTPATOPA.

PekoMenayeTcss OrpaHM4MTh BO3MOJKHOCTH IIOJB30BATEN 3allyCKOM TOJBKO TE€X IPHIIOKEHUH,
KOTOPBIE pa3pellIeHbl aJMUHUCTPATOPOM OE€30IaCHOCTH.

PGKOMGHI[yeTCSI YCTAHOBUTH U UCIIOJIL30BATh HA APM AHTUBUPYCHOC NTPOTPAMMHOC obOecrneucHuUe.

HeoOxonuMo peryasipHO OTClIEXHMBATh W  yCTaHAaBIMBaThb OOHOBJIEHMS OE€30MaCHOCTH s
nporpamMmMmHoro obecnieuenust APM (Service Packs, Hot fix u T.11.), 0OOHOBISITH aHTUBUPYCHBIE Oa3bl.

5.4 Hacrpoiika onepaunnoHHoM cucrembl APM

AnMuHHCTpaTOp 0€30MacHOCTH JIOJKEH CKOH(HUIYpUpOBaTh OIEPAMOHHYIO CHUCTEMY, B cpele
KOTOpoM IutaHupyercsi ucnosb3oBate CK3M, u oCymecTBIATH NEPUOIUYECKUH KOHTPOJIb CAEIaHHBIX
HACTPOEK B COOTBETCTBUH CO CJIEIYIOIUMHU TPeOOBaHUSIMHU:

e mpaBoMm ycraHoBkM u HacTpoukun OC u CK3U pomwkeH oOnagaTh TOJBKO aJMUHHUCTPATOP
0€30MaCHOCTH.

® BCEM I0JIb30BATENSIM U Irpymnnam, 3apeructTpupoBaHHbiM B OC, HE00X0AMMO Ha3HAYUTh MUHUMAIIbHO
BO3MOJKHBIE /111 HOPMAJIbHOU pabOTHhI IpaBa.



VY rpynnsl Everyone n0mkHBI OBITH YAaJI€HbI BCE IPUBUIICTHH.

PexomeHyeTcsl MCKIIIOUUTbh HCIOJIb30BAaHUE PEXHMMa aBTOMAaTHYECKOTrO BXOJAa I0JIb30BaTeNs B
OIIEPALMOHHYIO CUCTEMY IIPH €€ 3arpy3Ke.

pEeKOMEHAyeTCs IEPEMMEHOBATh CTaHAAPTHYIO YUeTHYIO0 3anuch Administrator.

JlomkHa OBITH OTKIJIFOUEHA yYeTHAs 3aIUCh JJIs TOCTeBOro Bxoaa Guest.

UCKJIIOUYUTh BO3MOXKHOCTh YIJIEHHOTO YIPaBICHUs, aiMUHUCTpHpoBanus U Moaudukamuu OC u e€’
HACTPOEK, CHCTEMHOI'0 peecTpa, /Ui BceX, BKItovast rpynny Administrators.

BCE€ HEUCIIOJIb3yEMbIE PECYPChI CUCTEMbI HEOOXOAUMO OTKJIIOUUTH (IIPOTOKOJIbI, CEPBHUCHI U T.1I1.).
JIOIKHO OBITh MCKIIOYEHO WM OTPAaHUYEHO C Y4YeTOM BBIODAaHHOM B OpraHM3allMd IOJIUTUKU
0€30IacHOCTH HCIIOJIb30BaHUE TMOJIb30BaTeNsiMu cepBuca Scheduler (mmanuposmuk 3anau). [Tpu
UCIOJIb30BAHUU JAaHHOTO CEepBUCA COCTaB 3allyCKaeMoro IporpaMMHoro obecnedeHuss Ha APM
COTJIACOBBIBAETCS C ]MHHUCTPATOPOM OE30MIaCHOCTH.

pEKOMEHAyeTCs OpraHW30BaTh 3aTHpaHHE BPEMEHHBIX (ailyioB U (ailinoB moakadku, GopMUpPYyEeMbIX
nmu Momudummpyemeix B mporecce padbotret CK3U. Ecim 3to HeBbimomammo, To OC moipkHa
WCTIOJIB30BATHCS B OJTHOIOIB30BATEIILCKOM PEXHUME U Ha )KECTKUH IUCK JTOJDKHBI PACIIpOCTPAHITHCS
TpeOOBaHuUs, IPEABABISIEMbIE K KIIFOUEBBIM HOCUTEISIM;

JloIoKHBI OBITH YCTAaHOBJICGHBI OTPAaHUYEHUS HA JOCTYI IOJIb30BaTelIed K CHCTEMHOMY DPEecTpy B
COOTBETCTBHUH C MPUHITON B OPTaHU3AIMH ITOJIUTHKOW O€30MaCHOCTH, YTO PEATH3YETCs IIPU TTOMOIIU
ACL nnu ycranoBkou npas gocryna npu Haimuue NTFS.

Ha Bce nupexropuu, coaepxaniie cuctemubie ariel Windows u nmporpammsl n3 kommuiekta CK3U,
JOJDKHBI OBITH YCTAHOBJICHBI IpaBa JOCTYIA, 3aIpEIIAONINe 3aliCh BCEM IOJIB30BATEISAM, KpOMeE
Anmunuctpatopa (Administrator), Coznatens/Bnanensua (Creator/Owner) u Cuctemsl (System).
JloikHa OBITH MCKITFOUEHA BO3MOYKHOCTh CO3IaHUSI aBAPUUHOTO JJaMIla ONEPATHBHOW TAMSTH, TaK KaK
OH MOXET COJIEPKAaTh KPUITOTPaPUUIECKH ONACHYIO HH()OPMAIIHIO.

Pexomennyercst obecrieunth BefieHHE >KypHaioB ayauta B OC, mpu 3TOM OHa JIOJDKHA OBbITH
HAcCTpOEHa Ha 3aBeplLICHHE Pa0OThI IIPH MEPENIOJTHEHUHN )KYPHAIIOB.

PekoMenayercss mpou3BECTH HACTPOMKY IapaMeTpOB CHCTEMHOIO PEeCTpa B COOTBETCTBHM C
JKCIUTyaTallMOHHOM nokymeHTauuen Ha CK3U.

PGKOMCHI[yeTCSI pa3pa60TaTb " IMPUMCHUTD IMOJIMTUKY HA3HAYUCHUA U CMCHBI naponele (I[J'ISI BXOJa B

OC, BIOS, npu mmudpoBanuud Ha mMapojie ¥ T.J.), UCIOJb30BaTh (PUIBTPHI MapoJied B COOTBETCTBHH CO
CJIeIYIOLMMU MPaBUIIAMU:

JUTHHA TIapoJIst 10JHKHA ObITh HE MeHee 6 CHMBOJIOB;

B YHCJIC CHUMBOJIOB MAapOJisi 00SI3aTEIIBHO JOJKHBI MPUCYTCTBOBATh OYKBBI B BEPXHEM M HUKHEM
peructpax, udpsl U crenraibHbie CUMBOIbBI (@, #, $, &, *, % u T.11 .);

Mapojb HE JOJDKEH BKIIIOYATh B CEOsI JIETKO BBIUMCISEMbIE COUETAaHUSI CHMBOJIOB (MMeHa, (haMUIHH U
T. 11.), a Takke obmenpunsateie cokpamenus (USER, ADMIN, ALEX u . 1.);

MPU CMEHE TapoJii HOBOE 3HAYCHHE JIOJDKHO OTIMYATHCS OT MPEIBIAYIIEr0 HE MEHee 4eM B 4-X
MMO3HUINSIX;

JTUYHBIU TAPOITh TOJIF30BATENh HE UMEET MpaBa CoO0IaTh HUKOMY;

HE JIONyCKAaeTCs XPAHUTh 3aIMMCAHHBIC TTAPOJIH B JISTKOIOCTYITHBIX MECTaX;

MIEPHOMIHOCTh CMEHBI TTAPOJIs OTPECIIICTCS MPUHATON MMOJIUTUKOW OE30ITaCHOCTH, HO HE JIOJDKHA
MIPEBBIIATH 6 MECALIEB.

YkazaHHas MOJIUTHKA 00s13aTeIbHA JAJII BCEX YUETHBIX 3aIMCe, 3apeructpupoBantbix B OC.



5.5 V¥YcranoBka u HacTpoiika CK3U

VYcranoBka u Hactporuka CK3U Ha APM noikHa BBITIOJTHATHCS B MPUCYTCTBUU aJIMUHUCTPATOPA,
OTBETCTBEHHOTO 3a paboTocrnocoOHocTs APM.

YcranoBka CK3U wma APM pomkHa NPOW3BOAMUTHCS TOJNBKO C JAUCTPUOYTHBA, MOJIYYEHHOTO II0
JIOBEPEHHOMY KaHaly.

YcranoBka CK3M u mepBuYHAs HHULMAIM3ALUS KIIOYEBOW HHPOPMALUU OCYIIECTBISIETCS B
COOTBETCTBHUHU C IKCIUTyaTallMOHHOW TokyMeHTanue Ha CK3U.

IIpu ycranoBke I[IO CK3UW nHa APM gpomken ObITh oOecriedeH KOHTPOJb IICJIOCTHOCTH H
noctoBepHOCTh qucTpuOyTtuBa CK3U.

Pekomenayercss mepen ycraHoBkod mpou3BecTd IMpoBepky OC Ha OTCYTCTBHE BpPEIOHOCHBIX
MpOrpamMM C OMOIIBIO AHTUBUPYCHBIX CPEJICTB.

ITo 3aBCPUICHUHN MHUIHAJIN3all OCYIICCTBIAIOTCA HaCTpOﬁKa 1 KOHTPOJIb pa6OTOCHOCO6HOCTI/I I10.

3ampemiaeTcss BHOCUTh KakHe-TMOO M3MEHEHUs, He MpelyCMOTPEHHbIE HSKCILTyaTallMOHHOMN
JOKyMeHTaluei, B nporpammuoe obecnieuenue CK3MU.

5.6 Toakaouenune APM Kk ceTsiM 001(ero moJjib30BaHus

[Tpu ucnonszoBanuu CK3U nHa APM, noaKIIOYeHHBIX K CETSM OOIIEro MojIb30BaHUs, JOKHBI OBITh
MPEANPUHSTHl TONOJHUTEIbHBIE MEPbI, UCKIIOYAIOIINE BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYIA K
CHCTEMHBIM pecypcaM HCIOJb3yEeMBIX OIEPALMOHHBIX CHCTEM, K MPOrpaMMHOMY OOECHeueHHIo, B
okpyxenuu koroporo Gynkunonupyrot CK3U, u xk komnonentam CK3U co cTopoHbl yka3zaHHBIX ceTed. B
Ka4yeCTBE TaKOM Mepbl PEKOMEHAYETCs YCTaHOBKAa M HCIOIb30BaHME Ha APM cpelnctB mexceTeBOro
sKpaHUpoBaHus. JJomKeH ObITh 3aKPBIT AOCTYI KO BCEM HEHUCIIOIb3yEeMbIM CETEBBIM MOPTaM.

B cnyuae nonkmtouenuss APM c ycranosieHHbIM CK3U K 0011€10CTYITHBIM CETSAM MEpPEAayYu JaHHbIX
HEO0XO/JMMO OTPAaHUYUTh BO3MOXKHOCTH OTKPBITMS M HUCHOJHEHUS (PalijloB M CKPHUITOBBIX OOBEKTOB
(JavaScript, VBScript, ActiveX u T.1.), TIOJIY4EHHBIX W3 CETE€Hl OOIIETO MOJIb30BaHUsA, 0€3 MPOBEACHUS
COOTBETCTBYIOLIMX MPOBEPOK Ha MPEIMET COAEp)KaHUS B HUX MPOTPaMMHBIX 3aKJIaJ0K M BPEIOHOCHBIX
IPOTpamMM.

5.7 Oo0paieHue ¢ KJIIYeBbLIMUA HOCUTEJISIMU

B opranuzanum 1omkeH ObITh ONpEeNieH U YTBEPXKJIEH MOPSIOK YUeTa, XpaHEHUs U UCIIOJIb30BaHUS
HocuTeNled Kio4eBod uHpopmanuu ¢ kmoyamu OIl m mudpoBaHus, KOTOPBIH JODKEH HCKIIOYATh
BO3MO>XHOCTh HECAHKIIHOHUPOBAHHOTO JI0CTYIA K HUM.

Jns XpaHeHUs KIIOUEBBIX HOCUTENIEHW B TIOMEIICHUSX JOJDKHBI YCTAaHABIMBATHCS HAJIEKHBIC
MeTaJUTMYeCKue XpaHuiuiia (cerpsr), 000pya0BaHHBIE HAIC)KHBIMU 3aMUPAIOIIUMH YCTPOUCTBAMH.

3anpemiaercs:

e CHuMaTh HECAHKIIMOHUPOBAHHBIE aIMUHUCTPATOPOM O€30MaCHOCTH KOIUH C KIFOUEBBIX HOCUTEIICH.

e 3HAKOMHTb C COJAEP/KAHUEM KIIIOUEBBIX HOCHUTEJEH WIM NEpEeAaBaTh KIKOYEBbIE HOCUTENIU JIMIAM, K
HUM HE JIONMYIICHHBIM, a TaK)K€ BBHIBOJUTH KIIOUEBYIO MH(poOpManuio Ha auciuied (MoHutop) APM
VIV TIPUHTED.

e VYcraHaBiIMBaTh KIIOYEBOW HOCHUTENb B cuuThIBaromiee ycrpouctso [I9BM APM B pexumax, He
MPEIYCMOTPEHHBIX (YHKIIMOHUPOBAHHUEM CHCTEMBI, a TAKXXE YCTaHABIMBAThb HOCUTENIb B JAPYIrHe
[19BM.

e 3anuceIBaTh Ha KIIIOUEBOW HOCUTEIb MMOCTOPOHHIOIO I/IH(I)OpMaI_[I/IIO.



e Ucrmonb3oBarh ObIBIIME B pabOTe KIIIOYEBBIE HOCUTENW JUIsl 3allUCH HOBOW HHQopManuu 06e3
MPEABAPUTEIIPHOTO YHUUYTOKECHUS Ha HUX KiItoueBoW nH(popmaruu cpeacreamu CK3U.

5.8 Oopauenue ¢ KiIw04eBoii nHpopmauuei
Bnanenen ceprudukara kimoda nposepku D11 o6s13aH:

e Xpauuth B TaitHe K04 D11 (3aKphITHII KITI0Y).

e He ucnons30BaTh Il SJIEKTPOHHON MOINUCH U MKU(POBAHUS KIIOYH, €CIH €My M3BECTHO, YTO 3TU
KJIFOUH UCIIOJb3YIOTCS UJIU UCIOJIb30BAINCH PAHEE.

e Hewmemienno TpeOoBaTh MPHOCTAHOBIEHUS JEHCTBUS ceprudukata kioya nposepku OIl mpu
HaJIMYUMU OCHOBAHMM mojarath, 4to TaiHa kimouya JIl (3akpblTOro kitouya) HapyuieHa (Ipou3olLia
KOMITpOMETalus KIH04a).

e OOHOBIATH cepTU(HKAT KITt04a MPoBepkH D11 B COOTBETCTBUH C yCTAaHOBJICHHBIM PETJIIAMEHTOM.

5.9 VYuer u KOHTPOJIb

JeuictBus, cBsizannble ¢ kcruryaTanued CK3U, nomxubl pukcupoBaTthes B «OKypHaie moab3oBaTens
CETH», KOTOPBIW BEJET JIMIIO, OTBETCTBEHHOE 3a obecrieueHrne nHdopMarmoHHoW Oe3onacHocTd Ha APM. B
KypHAJI KpPOME 3TOTO 3alUCBHIBAIOTCS (DAKTHI KOMIIPOMETAIMH KIFOYCBBIX JIOKYMEHTOB, HEIITATHBIC
CUTYAallMH, MPOUCXOAIINE B CUCTEME U CBsi3aHHbIE ¢ Hcnoiab3oBanueM CK3U, npoBeneHnue pernmaMeHTHBIX
paboT, JaHHBIE O TOJYYCHHBIX y aIMUHUCTpaTOpa OE30MacHOCTH OpPTaHHM3AIMH KIIOYCBBIX HOCHUTENSX,
HELITAaTHBIX CUTYyalUsX, npousomenmux Ha APM, ¢ ycranoBinennsim 110 CK3U.

B xypHane MoxKeT oTpaxarbCsl ciaeayronias nHpopMaIus:

e j1ara, Bpems;

® 3aMKCh O KOMIIPOMETAITUH KJTI0Ua;

® 3anMKuch 00 U3rOTOBJICHUH JUYHOTO KJIIFOUEBOTO HOCHUTEIIS IOJIb30BaTENs, UACHTU(UKATOP HOCUTEIIS,

e 3amuch 00 HW3TOTOBJICHHHM KOMHH JIMYHOTO KIIFOUEBOTO HOCHUTENS MOJB30BaTeNsl, UIESHTU(PUKATOP
HOCHTEJIS,

e 3amuch 00 W3rOTOBJIIGHUM PE3EPBHOTO KIIOYEBOTO HOCHUTENS TMOJb30BaTENs, HWIAECHTU(DHUKATOD
HOCHTEIIS

® 3aMuCh O NMOJY4YEHUHU cepTUdUKaTa Kiaroda npoBepku DI, MOIHBIM HOMEp KIIIOUEBOTO HOCHUTEIS,
COOTBETCTBYIOIIUU cepTU(dUKaTY;

® 3amuCH, OTpPaKaloIIMe BbIJauy Ha PYKHM NOJIb30BATEISIM (OTBETCTBEHHBIM HCIIOJHMUTEISIM) M CAAYY
VMU Ha XPaHEHUE JINYHBIX KIFOUYEBBIX HOCUTEIIEH, BKIIKOYAs PE3EPBHBIC KIIIOUEBBIE HOCUTEIIH;

e coObITus, npoucxoausmne Ha APM mnonw3oBarens ¢ ycraHoBiaeHHbIM [1O CK3U, ¢ ykazanuem
IIPUYMH U NPEAIPUHATHIX JCUCTBUU.

[Tonp3oBarens (00 aAMUHUCTPATOP O0E30MACHOCTH ) JOJIKEH EPUOTUYECKHU (HE peKe OJTHOTO pasa B
JIBa Mecsilia) MPOBOAUTH KOHTPOJIb IIEIOCTHOCTH U JIETaTbHOCTH ycTaHOBIEeHHBIX konuH [10 Ha Bcex APM co
BctpoeHHOW CK3M ¢ moMomipio mporpaMM KOHTPOJISI IIEJIOCTHOCTH, TPOCMATPUBATH COOOIIEHUSI O COOBITHSX
B xypHaie EventViewer omepanMmoHHON CHUCTeMBI, a TaKKe MPOBOJIUTH IMEPHUOJUYECKOE TECTUPOBAHUE
TEXHUYECKHUX M MPOTPAMMHBIX CPEJICTB 3aIUTHI.

B cnyyae oOHapyxeHus "HOCTOPOHHHX" (HE 3aperMCTPUPOBAHHBIX) NPOTrpaMM, HapyIIECHHUs
L[EJIOCTHOCTH MPOTrPaMMHOI0 oOecrieueHus: Tu00 BbISBICHUS (DaKTa MOBPEXKIECHUS NedaTed Ha CHUCTEMHBIX
6nmokax pabora Ha APM nomkHa ObITh mpekpamieHa. [lo nanHOMYy (akTy IOKHO OBITH IMPOBEACHO
CIIy’)KeOHOE paccie/JOBaHue KOMHCCHEH, HA3HAuYE€HHOW pYKOBOJIUTENIEM OpraHMU3aLUHU, I7I€ IMPOU30ILI0
HapylleHHe, U OpPraHMW30BaHbl PabOThl MO aHAJIW3y M JMKBUJAIIMM HETAaTUBHBIX IOCIEICTBUH JIaHHOTO
HapyLICHHUS.



Pexomennyercs opranumzoBate Ha APM cucremy ayaura B COOTBETCTBUU C TMOJIUTHKOU

6C3OHaCHOCTI/I, HpI/IHHTOI/IVB opranu3anuru, C peryJIApHbIM aHAJIW30M PE3YyJIbTAaTOB ayauTa.

6. 3akiroueHue

HaCTOHI_HI/Ie IIpaBujia COCTABJICHBEI HA OCHOBCE!:

®enepanbaoro 3akona ot 06.04.2011 Ne 63-D3 «O0 37eKTPOHHOH MOATUCHY;

®denepanpHoro 3akoHa ot 27.07.2006 Ne 149-D3 «O06 undopmaruu, nHOOPMAITMOHHBIX TEXHOJIOTHIX
U 0 3a1uTe HHPOPMAIUI;

npukaza OAIICHU or 13.06.2001 Ne 152 «O6 yrtBepxknaeHun HHCTpYKIIMU 00 OpraHu3alvd |
obecrieueHnr O€30MACHOCTH XpaHEHWs, OOpabOTKH W Tepedadyd 1o KaHalaM CBsS3H  C
WCIIOJIB30BAHUEM CPEJICTB KPUITOTPapUUSCKON 3alUThl HHPOPMALIUU C OTPAHUYCHHBIM JIOCTYIIOM,
HE COJIepIKaIIel CBEJICHUH, COCTABIISIOMINX TOCYAAPCTBEHHYIO TAHY »;

npukaza ®Cb ot 09.02.2005 Ne 66 «OO6 yrBepxkaenuu [lonoxenus o pa3paboTKe, MPOU3BOJICTBE,
peanu3aliy ¥ KCIUTyaTaliy MuGPOBATBHBIX (KPUNTOrpaGuIecKux) CPpeACTB 3alUThl HH(GOPMAIHN
(ITonoxenue ITK3-2005)».

sKkcrTyaTanuonnoit nokymentanuu Ha CK3U, kotopoe ucnomnssyercst B Cucreme
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